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External Penetration Testing

ldentify External Weaknesses Before Attackers Do

Internet-facing assets are the most exposed part of your infrastructure — and the first target for threat
actors. Liquid C2's External Penetration Testing helps organisations proactively uncover exploitable
vulnerabilities, misconfigurations, and weaknesses accessible from the outside.

This service validates the effectiveness of perimeter defences and supports compliance with cybersecurity
standards by assessing external-facing IPs, public-facing services, and internet-accessible infrastructure

External Penetration Testing Packages

Silver Package

Gold Package

Platinum Package

Best for: Organisations looking
for foundational visibility into their
external W.

Includes:

I Automated Vulnerability
Scanning on public IPs (e.g.,
Nessus, Nmap)

I Manual Validation to Eliminate
False Positives

1 Exposure Mapping of Public
Services and Endpoints

I Banner Grabbing and Version
Identification

IV Detection of Basic
Misconfigurations (e.g., Open Ports,
Weak SSL/TLS)

Best for: Organisations with
internet-facing web applications
looking for moderate assessment
on both network and application-
level risks.

Includes:
V1 All features of the Silver Package

VI Black Box Web Application
Testing (no code access)

I OWASP Top 10 Coverage (e.g.,
Injection, XSS, Misconfigurations)

Best for: Security-forward
organisations seeking an advanced
assessment of external technical
and human attack surfaces.

Includes:
1 All features of the Gold Package

I Phishing Simulation Tailored to
Your Organisation

vl Targeted Campaigns for Selected
Employee Groups

VI Awareness Metrics: Open Rates,
Clicks, Submissions

Deliverables: Executive
Summary + Technical Report with
Vulnerabilities Risk Rating

Deliverables: Executive
Summary + Technical Report with
Vulnerabilities Risk Rating

Deliverables: Executive
Summary + Technical Report
with Vulnerabilities Risk Rating +
Phishing Simulation Report

Why Choose Us?

Certified Security Experts (OSWE, OSCE, OSCP, OSWP, GPEN, GWAPT, CEH, CISSP, among others)

Industry-Recognised Testing Methodologies (OWASP, MITRE ATT&CK)

Customisable Testing Approach Based on Your Business Risks
Detailed Remediation Guidance to Strengthen Your Security Posture

Get Started Today!

Secure your business before cyber attackers do. Contact us for a consultation and choose the right
penetration testing package for your needs.

Email: C2_info@liquid.tech | Website: www.liquidC2.com



