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Identity and access security is critically important

As organisations expand their digital footprint, protecting identities has become
a core pillar of security strategy. Compromised accounts remain one of the
leading causes of data breaches globally, enabling attackers to steal credentials,
bypass controls, and gain unauthorised access.

Modern attackers are highly adaptive, using increasingly sophisticated methods
to target identities across hybrid, cloud, and multi-platform environments.
Identity security is no longer optional — it is foundational to Zero Trust,
regulatory compliance, and cyber resilience.

Leveraging the advanced capabilities of Microsoft Entra, Liquid C2 helps
organisations protect every identity, manage access to all resources, and enforce
governance at scale — across users, devices, applications, workloads, and clouds.

Secure Access for Any Ildentity, from Anywhere.

Your organisation needs complete visibility and control over the identities
accessing your systems, data, and applications. This includes employees,
partners, contractors, customers, workloads, and machine identities.

You want:
e Stronger protection against credential theft and account takeover
e Automated, risk-based access control
e Continuous governance of permissions and entitlements
e Aseamless and secure user experience
e Multi-cloud identity visibility and least-privilege enforcement

Liquid C2's Identity Protection Services deliver unified identity security,
governance, and access management — all powered by the intelligent features
within Microsoft Entra.

Liquid C2 Identity Protection: Features

Strengthen identity fundamentals for the Al era
e Protect identities and manage access to apps, devices, and data with
Microsoft Entra ID

e Manage your domain controllers in the cloud with Microsoft Entra
Domain Services

e Get generative Al-powered assistance with Security Copilot in Microsoft
Entra

Solutions Brief

Core Benefits

Prevent identity
attacks

Stop threats before they
occur with Al-powered
protection that detects
and blocks evolving
identity attacks across all
digital interactions.

Enforce least privilege
Limit lateral movement
and support compliance
by giving employees, Al
agents, and workloads
only the access they
need.

Unify access controls
Simplify security with
adaptive conditional
access across identities,
devices, and networks.

Improve user
experience

Enhance satisfaction
and efficiency with
self-service, fast access,
and unified, Al-assisted
controls.
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Secure access for your workforce

e Help users securely connect to private apps from anywhere with
Microsoft Entra Private Access

e Secure access to internet and software as a service (SaaS) apps with
Microsoft Entra Internet Access

e Help protect, monitor, and audit access to critical assets with Microsoft

Entra ID Governance
e Block identity compromise in real time with Entra ID Protection
e Build user-owned identity scenarios with Microsoft Entra Verified ID.

Secure access for your customers and partners

e Provide external identities with secure access to any app with Microsoft

Entra External ID

Secure access for agents
e Manage, govern, and protect Al agents with Microsoft Entra Agent ID

Available in Bronze, Silver, and Gold tiers.

Description/Module

Included service features are linked to IAM and the following
solutions: Entra-1D, Private Access, Internet Access, ID Protection, and
Verified ID.

8 x 5 Call Desk, Daily administration, and support requests, limited
Standby after hours (4 hours per month)

Once a day reactive health, alert and log analysis

Quarterly meeting & Assurance Reporting

Added features are linked to partner and cloud access and including
the following solutions: Entra-External ID, Permissions Management,
Workload ID, Domain Services, and Privileged Identity Management
(PIM)

8 x 5 Call Desk, Daily administration and support requests, limited
Standby after hours (8 hours per month)

Twice a day reactive health, alert and log analysis

Monthly meeting and assurance reporting
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Added features: Auditing, governance and zero trust and including
Entra ID Governance

24 x 7 Call Desk, Daily administration and support requests and
Standby after hours

24 x 7 x 365 Real-time incident and alert monitoring and analysis “m

Incident Response Participation or/and remediation when delivered as v
part of a MXDR SOC offering

Customized reporting as is possible within default product options

Monthly meeting & assurance reporting nm

About Liquid C2

The Value of
Liquid C2

Professional
Security Services
(PSS)

Deployment,
implementation,
configuration,
testing,
documentation,
and handover of
all Microsoft Entra
capabilities.

Security Support
Services (SSS)

Ad-hoc support for
customers needing
additional skill,
capacity, or expertise
to manage or
optimise Microsoft
Entra configurations.

Managed Security
Services (MSS)

Enhance cyber
resilience against
cyber security
threats and ensure
comprehensive
protection with
24/7/365 real-time
monitoring from our
Security Operations
Centre (SOC). These
services are tailored
for organisations
lacking the necessary
capacity, expertise,
and experience

to manage these
aspects internally.

Liquid C2, a business of Cassava Technologies, delivers cutting-edge cloud and cyber security services and
solutions. Committed to facilitating digital transformation, Liquid C2 is positioned to provide comprehensive
solutions tailored to meet the evolving demands of the digital era by empowering businesses to navigate the
complexities of the modern digital landscape securely. The company'’s offerings span cloud solutions that
enhance accessibility and scalability, and robust cyber security services to safeguard sensitive data and elevate
security and compliance posture to ensure businesses remain seamlessly connected and protected.

Learn more at www.LiquidC2.com or email c2_info@liquid.tech



